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MANAGING
INVISIBLE ASSETS

Shadow IT, departmental cloud apps 
still plague IT and security teams

https://www.axonius.com


Finding hidden 
assets throughout 
your network    
You too can track and secure computing assets 
deployed to the cloud rather than a data 
center under your control. It is not easy but it 
can be done. David F. Carr explains.

A s someone who has been working 
with and securing cloud computing 
resources since 2007, Amin Lalji used 

to find great amusement in the geek meme 
that says, “There is no cloud — it’s just 
someone else’s computer.”

“I would hunt for that swag and that 
sticker because it was so funny,” Lalji says. 
Back then, he was at a startup and worked 
directly with the late Mike Culver, the first 
evangelist for Amazon Web Services (AWS). 
In the early days of AWS, before the rise 
of Azure or Google Cloud Platform, that 
“there is no cloud” 
dismissal rang 
true as a way of 
demystifying the 
cloud. The early 
infrastructure-as-a-
service (IaaS) cloud 
offered basics like 
storage, compute 
and messaging, 
things that “could 
have existed in 
your own data 
center,” Lalji says.

Today, Lalji 
is the cloud security leader and a senior 
manager for cybersecurity at Ernst & Young 
in Toronto, known as EY Canada, and he is 
not laughing anymore. Cloud services have 
proliferated, evolved and mutated. Stacks 
of cloud services mean that, with the push 
of a button, you can create a whole suite of 

cloud services, including a NoSQL database, 
middleware and presentation-layer software, 
then deploy into a software-defined network.

“It’s no longer analogous to what you 
do in a traditional data center,” Lalji says. 
“That means the whole paradigm for how 
you secure and architect that environment 
is different from what you do to protect a 
traditional on-premises environment.”

He sees a “huge skills gap” with not 
enough people understanding how cloud 
security works. Yes, TCP/IP is TCP/IP, and 
some of the same security and network 
management software is available both in the 
cloud and on premises. Still, running on a 
virtualized infrastructure requires different 
thinking, Lalji says.

Same goals, different methods
The fundamental security goals of ensuring 
confidentiality, integrity and availability of 
corporate data have not changed. However, 
everything else is changing rapidly.

Servers used to be physical assets that 
were set up, configured and maintained at 

company facilities. 
Even when data 
center outsourcing 
became prevalent, 
those tasks were 
performed on 
the company’s 
behalf, under 
the company’s 
supervision. You 
could go to the 
data center and see 
a specific server 
box if you wanted 
to do so. 

Now, in many cases, a server is an icon on 
a cloud management dashboard, an asset that 
can be created, resized or destroyed with a 
few keystrokes. You might have some idea 
of where in the world it is, based on your 
contract, but for the most part you must take 
the cloud provider’s word for it.
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Today we have technology called serverless 
computing, which means an application 
procures and drops its own computing 
resources as required. How does one track 
or secure an asset like that 
where it exists and then it 
goes away?

A broader trend, 
infrastructure-as-code, 
means application code does 
not just run in the cloud but 
reshapes the cloud to meet 
changing requirements. 
That, in turn, means security 
must be an integral part of 
development operations, 
commonly called DevOps, 
and developers need to get 
smarter about security.

Less exotic but still problematic is the 
problem of shadow IT and the relative ease 
with which anyone with a credit card can fire 
up a server, a software-as-a-service (SaaS) 
application, or a big data customer analytics 
tool that might not show up on any corporate 
dashboard. 

“A lot of things are hidden from IT,” says 
Jeff Pick, technology manager for security 
governance, compliance and communication 
at Freeport-McMoRan, an international 
mining company based in Phoenix.  

When Pick started in IT, it was still 
possible to “highly define the perimeter” by 
organizing physical clients and servers into 
local area networks segregated by firewalls. 
In the era of software-defined networking in 
the cloud, “We know what it should be, but 
we can’t see it or verify it,” he says.

The same sorts of issues crop up around 
internet of things (IoT) devices, which are 
often tied to cloud services. When someone 
installs an internet-enabled TV in a corporate 
break room, they must be able to detect it 
and confirm that it is acting like a TV and 
not port scanning other systems, Pick says.

In 2017, multiple articles appeared citing 
instances where smart TVs might had been 

spying on their users beyond collecting the 
normal what-do-you-watch data collected 
by content services. Rather, some TVs were 
recording sound and video from built-in 

cameras by default so that 
the manufacturer could sell 
the data. One manufacturer, 
Vizio, settled an FTC 
complaint for $2.2 million, 
admitting to the surveillance 
and describing it as a 
business function. Imagine if 
those TVs were in corporate 
board rooms or other rooms 
when confidential or private 
information was discussed or 
displayed.  

Technology vendors have 
responded to the changes 

in the structure of networks with new 
technology like next generation firewalls. 
However, these security tools come with their 
own learning curve.

“We’ve run into a number of issues where 
the software-defined networking and the next 
generation firewalls fight,” Pick says. For 
example, devices embedded in Goodyear tires 

for some of his company’s big earth-moving 
machines were supposed to send telemetry 
about wear and tear and tire pressure to a 
preventative maintenance application hosted 
on Azure. 

“If you took the security solutions out, 
everything worked,” Pick explains, but with 
security enabled, data was getting lost in the 
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Jeff Pick, technology manager for security 
governance, compliance and communication, 
Freeport-McMoRan

The whole paradigm for how 
you secure and architect that 

environment is different from what you 
do to protect a traditional on-premises 
environment.”

– Amin Lalji, senior manager 
for cybersecurity, EY Canada
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negotiation between the device, the software-
defined network, and the next generation 
firewall. Getting it all working correctly 
required intensive discussions with various 
software and hardware providers to puzzle 
out why packets were being lost.

Familiar network management and 
monitoring tools and techniques might not 
work in the cloud, Pick says. “For the most 
part, it’s not that you can’t do it, just that the 
process has changed.”

Pick also works to make sure the developer 
team understands the risks it is responsible 
for containing.

Lalji says he sees value in the site reliability 
engineering discipline promoted by Google as 
a way of baking confidentiality, integrity, and 
availability into software development and 

operations. Putting all that responsibility on 
the developers might be the right thing to do 
in the era of infrastructure-as-code, he says, 
but there’s a problem: “We’re going to need 
skill sets that I don’t believe exist yet at scale.” 

Meanwhile, he suggests embedding 
infrastructure and network engineers in 
DevOps teams, allowing developers to learn 
from them and vice versa.

Maintaining visibility
Rob Valdez, director of cybersecurity 
and automation at the accounting and 
management consulting firm Kaufman 
Rossin in Miami, says many of the dangers 
come from the relative ease with which cloud 
services can be purchased and deployed. 
“They’re being deployed, more often than 
not, by the business rather than IT, and it’s 
being done by non-IT operations personnel. 
Often, that’s happening under the COO 
rather than the CTO, and they may not be 
following best practices for information 
security.”  

Businesses are chasing the promise of 
innovation and efficiency in the cloud, “but 
like any tool it can cut both ways,” Valdez 
says. For example, many organizations take 
advantage of cloud-based robotic process 
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Nearly two thirds of 

IT managers have an 
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– Computer Weekly

5 Best Practices for Cloud Security    

1. Start by setting clear policies for what is and is not allowable. You must know the rules 
before you can enforce them.
2. Understand the implications of infrastructure-as-code — and make sure developers 

understand the greater responsibility they are taking on as software plays a bigger role in 
defining the network.
3. Learn the security features of the cloud platforms you employ and make sure you turn on 

the ones that can help you track and secure your network. Make sure optional security features 
are in the budget so there will be no surprises for project or product owners.
4. In the absence of a clearly defined perimeter, monitor network transactions to ensure 

applications and cloud-connected devices are not performing abnormal actions, such as port 
scanning other parts of your infrastructure.
5. Carefully define your security architecture from the beginning, understanding that it will 

be harder to bolt on later. This does not preclude an agile DevOps approach.
— DC

They’re being deployed, more 
often than not, by the business 

rather than IT, and it’s being done by non-IT 
operations personnel.”

– Rob Valdez, director of cybersecurity and 
automation, Kaufman Rossin
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automation tools, which can speed-up 
business processes across systems that are 
not otherwise integrated. But bots are also 
another novel asset that could be subverted, 
he says.

Better management in the 
cloud is at least as much 
about policy and governance 
as it is about technology. 
Setting a consistent policy 
about the steps that must be 
followed for review, approval, 
procurement and ongoing 
management of cloud assets 
is a good start. That policy 
should be communicated to 
everyone, and its enforcement 
should be tracked in a 
disciplined, routine way, Valdez says.

 Jonathan Gibson, senior security 
consultant analyst at Seattle-based Avanade, 
says tracking security cloud assets and data 
can be easier than their equivalents on-
premises — if you are doing things right. 
Within a company’s Azure properties, egress 
of data can be tightly controlled, he says.

“Within your tenant, you have a lot of 
visibility, a lot of granularity of controls,” 

Pick agrees. With the right dynamic, 
restrictive firewall rules, you can make it very 
tough for anyone to evade those corporate 
boundaries, he says. Cloud access security 
brokers (CASB) hold out the promise of being 
able to assert a common layer of control 
across multiple clouds — although that’s a 

technology he is still evaluating, given that 
the best CASB technology is “relatively 
expensive,” he says.

In other words, progress. “Even just five to 
10 years ago, anyone could 
get out their credit card and 
sign-up for a service on some 
website, and IT had no clue 
— nobody was even looking 
for it,” Pick says. Today, 
tracking those information 
assets is challenging, but at 
least there is more awareness, 
he says.

Even rogue actions, such as 
trying to install sanctioned 
cloud file-sharing software 
on a corporate PC, can 

be blocked, or at least challenged with a 
prompt for the employee to explain why 
they need it, Gibson says. “If you’re just 
testing something, maybe that’s fine, but the 
second you try to egress information from 
the corporate cloud to your cloud, we need to 
have a conversation.” 

Like Valdez, he says such controls need 
to start at the level of corporate policy. 
How aggressive and risk-taking, or how 
conservative, does the organization want 
to be? The answer to that question will 
determine how tight the digital controls must 
be, Gibson says.

Lorenzo White, a virtual CIO, CISO and 
IT consultant who does business as LAW 
Technologies in Boca Raton, Fla., says he sees 
plenty of shadow IT in the small- to mid-size 
companies he serves. 

When rogue cloud services are discovered, 
he says. “You need to understand what 
they’re doing and why they’re doing it — not 
just [shout], ‘you’re a bad boy,’ shut it down, 
and that’s it. You want to make sure you’re 
included in the process and that [the person 
responsible for the rogue service] understands 
why the security process is in place,” White 
adds.

“There is no silver bullet,” Lalji says. 
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If you’re just testing something, 
maybe that’s fine, but the second 

you try to egress information from the 
corporate cloud to your cloud, we need to 
have a conversation.”

– Jonathan Gibson, senior security  
consultant analyst, Avanade
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Consultants can help their clients identify 
cloud security problems, “but we can only get 
them so far.” Each organization needs to do 
the hard work of mapping out its authorized 
cloud services and domains 
so it can chase down the 
ones not on that list to 
“figure out who set them up 
and why,” he says.

Batteries (and security)  
not included
Security was a huge obstacle 
to adoption for the first cloud 
computing services, back 
when many, if not most, 
CIOs were dead set against 
entrusting corporate data to 
the emerging cloud environment. The cloud 
was close enough to look like a mainframe-
type model but used thousands of much 
smaller servers and cloud-designed operating 
environments rather than the proverbial “big 
iron” environments. 

As a direct impact of those customer 
concerns, the major cloud providers have 
invested heavily in security of the cloud 
infrastructure. Breaches connected to the 
cloud often owe less to any shortcoming of 
the underlying cloud service than with how 

the customer’s configuration errors. Deploying 
production data to a publicly accessible 
development and test server in the cloud is 
a classic example. Ultimately, the security 

providers are implementing is designed more 
for their benefit to allay customer concerns 
about the infrastructure and less about 
protecting a specific client’s data.

Experts agree a big part 
of cloud security is turning 
on the security features 
cloud providers offer and 
configuring them properly. 
Ultimately, most of the cloud 
terms of service agreements 
state that clients are 
responsible for their own 
security and should not rely 
entirely on the providers 
themselves.

For example, in Azure, 
many of the security services 

that clients should enable are available as 
add-ons to the base services, Gibson says. 
“Most companies just don’t do it. They say, ‘I 
thought cloud was supposed to be cheaper’” 
and are reluctant to spend money on 
things that make the cloud option look less 
inexpensive than they thought it would be.

“The thing is, security is not [one] hundred 
percent free,” Gibson says. Configured 
properly, Azure can be very secure, he says. 

Still, Gibson thinks that, after years in 
which CEOs, CIOs and boards of directors 
were distrustful of the cloud, the pendulum 
has swung too far in the other direction.

Because “everyone knows” everything in 
the cloud is cheaper and better, there is a 
strong presumption that all computing assets 
must move to the cloud if they possibly can, 
he quips. Security professionals remain more 
skeptical of wholesale adoption and more 
supportive of a hybrid cloud architecture, 
Gibson says.

“Yes, cloud is the future, but you really 
have to pick and choose,” he says. 

“Too many people who don’t understand 
cloud strategy are pushing that strategy 
without understanding the risks of it,” says 
Mansur Hasib, a former CISO and CIO and 
currently chair of the Information Systems 
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Cloud is certainly much cheaper, 
but the other business risks are 

exponentially larger.”

– Mansur Hasib, Geckle Professor and  
Chair, Information Systems, Brown  

School of Business and Leadership,  
Stevenson University
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department in the Brown School of Business 
and Leadership at Stevenson University in 
Maryland. 

Hasib blames “the CFO 
types” who are forcing the 
issue of cloud adoption — 
particularly in organizations 
where the head of IT reports 
to them — solely because of 
the cloud’s perceived lower 
cost. “Cloud is certainly 
much cheaper, but the 
other business risks are 
exponentially larger,” he says. 

He particularly disdains 
cloud outsourcing of too 
many assets related to 
innovation and too much dependence on a 
single cloud provider.

Pick says he works for a visionary CIO who 
determined that 80 percent of the company’s 
data center resources should move to the cloud 
— an aggressive goal, but one the company 

has been moving toward while keeping 
security and compliance in mind. The big 
push to move assets online began in Fall 2018 
when a lot of the security architecture work 
was done. Before that, however, there had 
been more ad hoc experiments in the cloud led 
by individual IT developers, without a lot of 
attention to security.

“There were a bunch of forgotten assets that 
had been put out there and never shut down. 
They weren’t necessarily compromised, but as 
soon as you put something out on the internet, 
you see scans from China and Eastern Europe 

— they’re trying stuff,” he says. “I won’t 
say that it was on fire, but it was a prime 

candidate for being on fire.”
As a global mining 

company, Freeport-
McMoRan also must be alert 
for attacks from activists and 
political actors, as well as 
random hackers.

Azure Security Center 
provides tools to block such 
threats, “but there was 
nobody actively monitoring 
it prior to us diving in,” Pick 
says.

Promoting a culture of 
security for everyone from 

the CEO and CIO on down is always the first 
step, White says. “In a lot of cases, the heads 
are the problem. They’re attitude is just get it 
done; [they] don’t care how it gets done.”

Proactive cloud security
Pick lauds his organization for including 
security architecture as part of the process 
for its first big push into the cloud. “Design-
wise, you want to get things right upfront. 
It’s much easier to get them right up front 
than they are to fix later.” That includes 
things like getting a web application 
firewall installed and configured, as well as 
segmenting the network. 

“If you have 300 apps published, and you 
have to bolt on the security after the fact, 
that becomes a really big initiative,” he says 
— one where explaining to management why 
the cost and effort is necessary will be an 
awkward conversation. n

For more information about ebooks from  
SC Media, please contact Stephen Lawton, 
special projects editorial director, at stephen.
lawton@cyberriskalliance.com. 
  If your company is interested in sponsoring 
an ebook, please contact David Steifman, VP, 
publisher, at (347) 480-1749, or via email at 
david.steifman@cyberriskalliance.com.
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Amin Lalji, senior manager for cybersecurity,  
EY Canada

Design-wise, you want to get things 
right upfront. It’s much easier to get 

them right up front than they are to fix later.”

– Jeff Pick, technology manager  
for security governance, compliance and 

communication, Freeport-McMoRan
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